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CYBERBIT SOLUTION OVERVIEW

SOC 3D is the first Security Automation and Orchestration (SOAR) platform combining automation,
orchestration, and big-data powered investigation into a single and comprehensive incident response
platform that triples SOC efficiency, provides unprecedented visibility and reduces time-to-respond by
90%.

KEY BENEFITS

e Reduce MTTR (Mean Time To Respond) by up to 90%, and free your analysts to recapture high-
priority incidents by automating manual tasks like collecting threat intelligence, sending emails,
and more.

e SOC 3D is a big-data platform providing visibility into all raw data, so your analysts can get any
guestion answered, fast, and create any investigation dashboard they need, in real-time.

e Empower tier-1 analysts by centralizing IR management, automating manual tasks and
simplifying investigations. Reduce escalations by 50% to allow tier-2 and 3 analysts to focus on
critical incidents.

e SOC 3D integration with Cyberark allows users to utilize a variety of user-related actions into the
automation process, reducing response time to security incidents.

PRODUCT DIAGRAM & DESCRIPTION OF PRODUCT INTEGRATION

ALERTS YOUR.SOC HUB e—
gﬁlg"ﬁ; _ Exchange
[ —
=
B e
=
s -
./ -
= - e
— o
— e E

g

(9]
<
o
]
=
>
=
~

Vault



e The integration sits alongside integrations with additional cyber security products. All of those
allow the analyst to integrate automated actions as a response to security incidents.

e Location of integration: Central Server.

e The integration uses the CyberArk Web Services SDK.

STEPS TO CONFIGURE CYBERARK INTEGRATION

e If your SOC3D environment is up and running, go to http://localhost:8129 and search for
CyberArk
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e Enter your credentials (Server URL, Username, Password)

Cyberark

CyberArks Privileged Account Security Solution provides a multi-layered security solution.
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General details

Name Cyberark (Cyberark) v10.4
Category Privileged account security solution/Privileged account security solution
Synopsis CyberArks Privileged Account Security Solution provides a multi-layered security solution.

Description  Cyberark includes privileged password management, session recording, least privilege enforcement and privileged data analytics to
help organizations defend against advanced persistent threats and insider threats.

Available parameters

Name Description Type Required Default Configured

serverURL Server address (e.g. https://1.1.1:443) string true Change
cyberarkUserName A valid administrator user name string true Change
password A valid password string  true Change


http://localhost:8129/

Now you can use all of the integration actions by adding them to an automation process inside
the workflow designer
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CYBERBIT CONTACT INFO
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